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ICPSR’s Restricted-use Data Management 
and Virtual Data Enclave



ICPSR

• Domain Repository for 
Social & Behavioral 
Sciences

• International consortium of 
760 academic institutions 
and research 
organizations

• 55 years of distributing 
social and behavioral 
science research data, 
including government data 

• Largest social science 
data archive in world
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• Over 1,350 restricted-use datasets available for 
analysis

• Approximately 20 datasets accessible only on 
site in physical enclave

• Over 2,000 active restricted-use data 
agreements

• Across 500+ institutions

• Representing 150+ studies

• Approximately 50 new agreements executed per 
month
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Restricted-Use Holdings at ICPSR



• ICPSR offers three methods of restricted-use data access:

• Physical Enclave

• Secure Dissemination

• Virtual Data Enclave (VDE)
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Methods of Accessing Restricted-
Use Data



Physical Enclave

• Researcher must be 
present in person at 
ICPSR to analyze data

• All results reviewed for 
disclosure before 
release to researcher

• Allows greatest control 
over data

• Extremely high barrier 
to access
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Secure Dissemination

• Data are encrypted and 
delivered via download

• On-line proposal request 
system

• When request is approved, 
investigator receives temporary 
link and password to download 
files

• Data must be destroyed at the 
completion of project

• Researcher commits to protect 
confidentiality of data, but 
method relies on their 
trustworthiness
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• ICPSR hosts Virtual Data Enclave (VDE) providing 
local access to restricted-use data in secure 
environment

• VDE is virtual machine launched from researcher’s 
desktop that operates on remote server – at ICPSR 

• Data remain on ICPSR file servers and are accessed 
and analyzed by researcher virtually 

• Virtual machine restricts users from printing, 
emailing, copying, or otherwise moving files outside 
of the secure environment, either accidentally or 
intentionally
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Virtual Data Enclave (VDE) 



• ICPSR offers options such as
• Vetting of research results generated in VDE

• Third-party disclosure review with release of cleared output 
outside VDE firewall

• File sharing among project team members

• Software tools and support available for use 
within VDE include 

• Geospatial analysis tools 

• Statistical analysis software

• Various documentation programs
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VDE Options and Software



VMWare + Two-factor Authentication
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VDE Desktop
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• Users must apply for access 
• Describe proposed research and why restricted data is 

required

• All users must sign a Restricted Data Use Agreement 
• Agree to data security requirements and procedures
• Principal Investigator generally must hold terminal degree

• Students can be on agreements
• Some projects provide access to researchers, policymakers, 

journalists without a terminal degree

• Be affiliated with legitimate research institution
• Receive IRB approval or exemption before gaining access 

to most data
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Applying for Access



• Per User
• Access to VDE to analyze data for one year
• Current annual access fee: $350 per user 

• Supports virtual machine technology and associated software 
licensing costs

• Per Machine
• Sponsor pays for certain number of 

virtual machines that are reserved for particular data 
sets or research community

• Each virtual machine can support one simultaneous 
user
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VDE Pricing Models



Researcher Credentialing for 
Restricted Data Access

• Project Goals:
• Develop best practices 

for transferable 
researcher credential 
for accessing restricted 
data

• Develop and test user 
interface for repository 
websites to accept, 
authorize trusted digital 
researcher credentials

• Funded by Alfred P. Sloan 
Foundation

• ICPSR Project Team
• Principal Investigator: 

Maggie Levenstein

• Staff: Johanna Davidson 
Bleckman

• Graduate Student Research 
Assistant: Allison Tyler
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• Environmental scan and organizational study of 
23 restricted data repositories

• 16 United States

• 7 International (Germany, Australia, United Kingdom, 
the Netherlands)

• Document analysis
• Policy documents, legal statutes, repository 

documentation

• Interviews
• Semi-structured interviews with repository staff
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Credentialing Project Research 
Methodology



• July 24, 2017: ICPSR and Georgetown convened 
over two dozen representatives from government 
agencies, data repositories, and academic 
institutions

• Researcher Attributes/Research Identity: 
Professional and institutional affiliations, training 
certifications, grants received, and publication history

• Feedback from meeting informs White Paper to be 
published this winter

• Developing and testing software and web interface of 
credentialing system
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Convening of Stakeholders 



Copyright
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Fair Use
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• Branded, self-deposit system to demonstrate 
research impact of a an organization or group

• Demonstrate research transparency by making data 
available for replication and providing live links to 
publications

• Provide authors with DOIs and data citations upon 
deposit

• Restricted-use data shared securely through VDE
• Other Features: 

• Deposit Notifications
• Project Sharing
• Delayed Dissemination
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openICPSR Repositories



• Conditional acceptance of paper

• Authors publish replication data

• Journal notified of data release

• Data citation/DOI added to paper

• Article published

• Article citation/DOI added to related publications section 
of data
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Journal Repository Workflow



9/1/2017 20



9/1/2017 21



• Collaborate on data deposit prior to publication of 
data

• Use-cases: 
• Co-authors

• Graduate students and PIs

• Authors and journal editors

8/30/2017 22

Project Sharing
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Terms and Conditions

• Disclosure Risk

• Distribution Method

• Delayed 
Dissemination

• Deposit Agreement
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Disclosure Risk
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Distribution Method



Delayed Dissemination
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Justin Noble, Acquisitions Manager (noblejus@umich.edu)

www.openicpsr.org
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Thank you!


